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Quantum Key Distribution (QKD)
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Quantum channel
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Alice, Bob: trusted users
Eve: unbounded adversary
Goal: exchange cryptographic key with information-theoretic and long-term security.

QKD does not directly encrypt the data. It has to be combined with an encryption mechanism
(such as One-Time-Pad for instance).
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Measuring a HV qubit in DA gives you no information = HV and DA are conjugate bases.
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Secret key rate

Usual step of a QKD protocol:

1. Quantum Information exchange; Number of bits exchanged: n

. Advantage distillation: Number of secret bits: /

Secret key rate r =1//n

- Parameter estimation; Multiply by the rate to get the detection rate

2
3
4. Error correction in bit/s.
5

. Privacy amplification.

General formula in the asymptotic case:

r = IAB — IE (1)



The distance issue
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Challenges in QKD
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Gaussian Quantum Information
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AXAP >1 = quadratures can encode quantum informa-
tion.

= conjugate variables.



CV-QKD: An intuition

Quadrature Phase Shift Keying (QPSK) modulation is used for representation purposes.

Alice Bob
Uncertainty principle at Alice’s side Uncertainty principle at Bob's side
AXAP > g =1 SNU (Shot Noise Unit)
AXZ:AP2:§ AXQ_AP2_Z<1+§>

(coherent states: symmetric and reach mini- ¢ is called the excess noise and considers all
mal uncertainty). the added noise in the transmission. 8



The excess noise £ added in the channel allows to bound the amount of information of any

eavesdropper with Holevo's bound xge and find the secret key rate (per symbol):

K = 5Iab(VA> T7£77]7 Vel) - XBE(VA7 Ta&??', Vel)

Shared information
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DV and CV Quantum Key Distribution

Discrete Variable

Continuous Variable

Encoding

Single photons

Quadratures of the electromagnetic field

Hardware

Requires single photon detectors

Can use readily available
telecom emitters and receivers

Secret key rate
at metropolitan distance

10-1000 kbit/s

1-10 Mbit/s

Distance record

~400 km

~200 km

Post-processing

Light post-processing

Heavy post-processing

Integration

Hard integration of
the single photon detector

Easier integration of
emitter and receiver

Important parameters

QBER, detector efficiency,
attenuation, reconciliation efficiency,
dead time

Performances for fiber communication and prepare-and-measure protocols.

Excess noise, detector efficiency
attenuation, reconciliation efficiency
detector noise, Alice’'s modulation strength,
symbol rate
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Historical implementations

— Signal
Local Oscillator
— Signal + LO

L: Laser
FM: Faraday Mirror
PIN: PIN photodiode
PM: Phase Modulator
AM: Amplitude Modulator
VATT: Variable Attenuator
PBS: Polarization Beam Splitter

DPC: Dynamic Polarization Controller

Paul Jouguet, et al, Experimental demonstration of long-distance continuous-variable quantum key distribution
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Historical implementations

Local LO (DSP)

A
28.6 km (chip), 1 GBaud 10.4 km (field), 50 kBaud 10 km (access network), 100 MBaud /
(Bian et al., 2024) (Williams et al., 2024) (Qi et al., 2024) VDO
10 km (chip), 10 GBaud 100 km, 100 MBaud 50 km, 100 MBaud =2
(Hajomer et al., 2023) (Hajomer et al., 2024) (Ruiz-Chamorro et al., 2024) ¥
Swicthed (field), 12.5 MBaud 23 km (chip), 100 MBaud 11 km (chip), 8 MBaud 2
(Brunner et al., 2023) (Piétri et al., 2023) (Aldama et al:, 2023) %
20 km, 100 MBaud 80 km, 2.5 GBaud 100 km, 1 GBaud w?
(Jain et al., 2023) (Tian et al., 2023) (Pi et al., 2023)
25 km, 5 GBaud 25 km, 600 MBaud 50 km, 1 GBaud %

(Wang et al., 2022)  (Roumestan et al., 2022) (Pan et al., 2022) ‘3-')
50 km, 10 MBaud /
)

25 km, 100 MBaud (b i il 20022)
(Wang et al., 2020) / {9 202.8 km, pulsed (Zhang et al., 2020)

40 km, 40 MBaud (Kleis et al., 2017) 2 49.9 km (field), pulsed (Zhang et al, 2019)
IProposal of local LO A 2 m (chip), pulsed (Zhang et al., 2019)
IProposal of chip based 2
CVQKD ?/ 17.5 km (field), pulsed (Huang et al., 2016)
<2 / 5> 100 km, pulsed (Huang et al., 2016)
(&
/ ‘g/ﬁ 80 km, pulsed (Jouguet et al., 2013) L()Ilg
o ‘DOO 17.7 km (field), pulsed (Jouguet et al., 2012) Distance
%/ A Fist all fiber CV-QKD system, 25km (Lodewyck et al., 2007)  5km (Qi et al., 2007)

@ First CV-QKD demonstration (Grosshans et al., 2003)

Shared L()'
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The lab
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Experimental scheme
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n Alice's DSP | E Balanced detection |
E Generation of coherent states | n Bob's DSP |
B Parameters estimation |
n Error correction |
Privacy amplification |
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Experimental scheme

Local
Oscillator

50/50

Classical
l channel

5,6,7

s |

Alice
n Alice's DSP | n Balanced detection |
H Generation of coherent states | n Bob's DSP |
B Parameters estimation |
n Error correction |
Privacy amplification |

= Clock, frequency and phase synchronizations are required.
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Phase, Frequency and clock recovery

Power Spectral Density [dBm/Hz]
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e Clock
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Af = Piot2 ~ Tpilot.L
foitot,2 — fpilot,1

e Frequency
B
fbeat - fpilot,l - fpilot,l
e Phase

AG(t) = Spi/ot,l(t) X e_zi”fpll?lot.lf
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Phase, Frequency and clock recovery

< —40F e Clock
z L . .
g -50 A
m pilot,2 pilot,1
T 60 P i Af = f, f,
g - pilot,2 — Ipilot,1
2 i
o —70 1 1
a e Frequency
£ _sof I'
15}
g foeat =[50 1 — Foi
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ﬂg ~—— Electronic and shot noise
S —100 - — Signal e Phase
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Proper recovery is crucial for good performance: any leftover impairment will be
attributed to an eavesdropper.
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Phase, Frequency and clock recovery

< —40F e Clock
z L . .
g -50 A
m pilot,2 pilot,1
T 60 P i Af = f, f,
g - pilot,2 — Ipilot,1
2 i
o —70 1 1
a e Frequency
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15}
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a —90 |- —— Electronic noise beat pilot,1 pilot,1
ﬂg ~—— Electronic and shot noise
S —100 - — Signal e Phase
1 1 1 1 1 1 1
0 200 400 600 800 1000 1200 . B
Frequency [MHz] Ag(t) = 5pilot,1(t) X @ 2T o1t

Proper recovery is crucial for good performance: any leftover impairment will be
attributed to an eavesdropper. Biggest source of noise is the phase noise.
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Advanced Digital Signal Processing (DSP)

DSP ALICE DSP BOB

Symbols Generation 8 ;! . l [ Symbols ]—»[ Parameters estimation

Global phase correction

RRC
Root Raised Cosine
CAZAC

Constant Amplitude
Zero AutoCorrelation
I LHLL
immH ‘,\ HL,WU,‘
: Best sampling point

! L
phase locking, no P
additional fiber or

synchronisation

e Minimize hardware (no

Matched RRC filter

Frequency shift

;
e Move corrections to

channel required);

digital processing.

Frequency pilots
multiplexing

Pilot recovery
Frame synchronisation

CAZAC sequence
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QOSST: An open source software for CV-QKD applications

e Full software suite for operating CV-QKD
experiments, based on Python;

e Open source software (GPLv3 license);

e Includes DSP for Tx and Rx, hardware

control and classical communication;

e Operates with built-in optimization
subsystems over more than 10 DSP
parameters, and calibration of Tx and Rx;

e Highly modular and hardware agnostic.
Extensive documentation.

Qosst*

Quantum Open Software for Secure Transmissions

Configuration, network

qosst-hal

Hardware interfaces

qosst-core

qosst-sim

CVQKD Simulations

qosst-alice

Alice DSP,
Mesure

Emission,
of <n

qosst-bob
Bob DSP, Detection,

qosst-skr
Secret Key Rate
computations in different]

estimation [

qosst-pp

Privacy Amplification,

.

Error Correction and

not released

cases
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QOSST: An open source software for CV-QKD applications

Configuration i

Read confguration

Noises | Exports
Acquire electronic noise samples | Load electronic noise samples  Status - Loaded
Acquire shot noise and electronic noise samples |Load shot noise and electronic noise samples  Status - Empty

T e ——
o 2 Save electronic noise | Save electronic and shot noise

‘Socket connection

Status: Connected to 132227.102.48 Logs
utoplot - v) Temporal ] Frequential | FR vITone || Uncomrected | Recovered

Address for Alice python version: 3.9.1 (defauh, Dec 112020, 09:29.25) [MSC v.1916 64 bit (AMD64)]
Temporal | Frequential | Ft | Tone | Uncorrected | Recovered

fentication sst_hal: 078
e PSD vs. frequency qosst_alice: Not installed
S — qosst_bob: 0.7.12
qosst_skr0.7.3
Electronic noise pp: Not installed

dentfication status : Done

— signal
Wdentication

Inialzation (start new rame) —— Electronic and shot noise
Frame UUID - 4ed1bed-1a2a 4623 8afd-31095763ace.

Initaization

Quantum Information Exchange

QE status: Done Real time logs

QE Flow control panel

L —
DSP status - Not done
osP

Parameters Estimation
PE status - Not done

[ ——

Ermor Corection

it Foquential | Export roquentil Feedback plots

EC status  Not done

Parametors sstimation

Error Correction Confguration

A Shot noise Q[ z¢ [ Piots [ DSP | Other

Privacy Amlifcation o %
PA status - Not o T2 | Teemi) Nl Num. Symbols 1000000 Rol O 04

status - Not done
Total transmittance Excess noise Bob  SNU Shit 1000 Mz Modulation  GaussianModulation

Symbol Rate 1000 MBaud  Modulation Size 0

pcrcsn Transmitance Excess noise Alce  SNU

= Equialent distance @0.2d8/km SKR  kbiUs




Optimizing the DSP

0.30 [ * 0.09 = /I
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0.2 0.4 0.6 0.8 0 25000 50000 75000 100000 0.1 0.2 0.3
Roll-Off factor Brrc Subframes size Pilots amplitude [a.u.]
e Choice of parameters for the DSP is very important;
°

Automated scripts to test every value of parameter and measure the excess noise;
~10 DSP parameters can be optimized.
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Benchmarking of the software

Distance £B Key rate . Fi;)cr diSEiECC@OQI(;B/km [;(I)n] .
0 km 0.0095 SNU | 22.4 MBit/s : : :
k V A SN MB x * Asymptotic L 10t
5 km (VOA) | 0.0091 SNU | 11.9 MBit/s I
10 km (VOA) | 0.0076 SNU | 6.35 MBit/s *
25 km (VOA) | 0.0062 SNU | 1.43 MBit/s 5 10 3
25 km (fiber) | 0.0072 SNU | 1.17 MBit/s £ —) * s
7 E
2 z
Parameter Value Parameter Value g ® E
Modulation | Gaussian fohift 100 MHz &, =)
BRRC 05 R 100 MBaud & 2
fpilot,l 180 MHz fpilot,2 200 MHz - 1 r 10° %
Lzc 3989 Rzc 5 L
Acq. time 50 ms B 0.95 |
DAC rate | 2GSa/s || ADCrate | 2.5GSa/s 10-2 *
n 55% Ve 0.08 SNU 0 1 2 3 4 5

Channel attenuation [dB]
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Benchmarking of the software

0.010 F [J ® ® @ Measurement data
'S ° [ ® — = Average 0.0062 SNU
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| | 0"  e°* | | |
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Number of frame
0.012 - ° L @ Measurement data
== Average: 0.0072 SNU
0.010
5 .. { J (] o .. [ PY [ J
% 0.008 ® ® ® e o © L) '3 o o ® H
... > $
& 0.006 L ® ®e 09
[ ) [
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Benchmarking with a silicon PIC

Fiber distance@0.2 dB/km [km]
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The Parisian Quantum Communication Infrastructure
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Benchmark on the Parisian QCI
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Conclusion

QOSST Perspectives
e Open source suite for CV-QKD e Error Correction and Privacy Amplification
experiments. Released to the community; in QOSST;
e Hardware agnostic, with extensive e New integrated photonics devices (QSNP);

documentation; e Side channel attacks and certification

e Reaching state-of-the art key rates and (Nostradamus);
excess noises; e CV-QKD satellite source (QUDICE) and
e Other possible applications ? atmospheric channel emulation.

We are open to collaborations with QOSST. Don't hesitate to reach out: Yoann.Pietri@lip6.fr !
E E E-I E
=] =]

arXiv:2404.18637 arXiv:2311.03978 https://github.com/qosst
To appear in Optica Quantum
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